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SRX3400 SRX3600
Services Gateway Services Gateway

At

Maximum Performance and Capacity’

Junos OS version tested Junos OS 12.1X44 Junos OS 12.1X44
Firewall performance (max) 30 Gbps 55 Gbps
Firewall performance (IMIX) 10 Gbps 20 Gbps
Firewall packets per second (64 bytes) 3.5 Mpps 6.5 Mpps
Maximum AES256+SHA-1 VPN performance 8 Gbps 15 Gbps
Maximum 3DES+SHA-1 VPN performance 8 Gbps 15 Gbps
Maximum IPS performance (NSS 4.2.1) 8 Gbps 15 Gbps
Maximum AppTrack performance 16 Gbps 24 Gbps
Maximum concurrent sessions 2.25/3 million 2 2.25/6 million 2
New sessions/second, (sustained, TCP, three-way) 150,000 150,000/270,00072
Maximum security policies 40,000 40,000
Maximum user supported Unrestricted Unrestricted
Latency Sub-10 ps Sub-10 ps
Network Connectivity
F|><ed|/O ............................................................................................ 810/WOO/WOOO+4SFP 810/WOO/WOOO+4SFP ..........................
16 x 110/100/1000 copper 16 x110/100/1000 copper
LAN interface options 16 x 1-Gigabit Ethernet SFP 16 x 1-Gigabit Ethernet SFP
2 x 10-Gigabit Ethernet XFP 2 x 10-Gigabit Ethernet XFP
Maximum available slots for IOCs Four (front slots) Six (front slots)

Processing Scalability

Up to four SPCs supported per chassis *  Up to seven SPCs supported per

' ; 3
Maximum available slots for SPCs (any slot) chassis (any slot)

Up to two NPCs supported per chassis“  Up to three NPCs supported per chassis

. ' 3
Maximum available slots for NPCs (three rear slots) (three rear-right slots)

! Performance, capacity, and features listed are based upon systems running Junos OS12.1.X44 and are measured under ideal testing conditions. Actual results may vary based on Junos OS releases
and by deployment. For a complete list of supported Junos OS versions for the SRX Series Services Gateways, please visit the Juniper Customer Support Center (www.juniper.net/customers/
support/).

2 Additional Extreme License required for 3 million and 6 million sessions.

3 Each SRX3000 line of Services Gateways employ multiple common form-factor module (CFM) expansion slots on the front and rear of the chassis to allow custom configurations of I/O and
processing capacities based on customer requirements. SPCs and NPCs are supported on all available CFM slots. However, for proper system functionality and allowing for I/0 expansion, the
SRX3400 supports a maximum of up to four SPCs and two NPCs per chassis, and the SRX3600 supports a maximum of up to seven SPCs and three NPCs per chassis. Please refer to the respective
hardware guides for more information on SPCs and NPCs as well as for guidelines on placements.

“ Refer to user guide for guidelines when using DC power supplies.
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Firewall
. Ne twork atta C k d etecnon .................................................................... \(e 5 ........................................................ Ye 5 .......................................................
DoS and DDoS protection Yes Yes
TCP reassembly for fragmented packet protection Yes Yes
Brute-force attack mitigation Yes Yes
SYN cookie protection Yes Yes
Zone-based IP spoofing Yes Yes
Malformed packet protection Yes Yes
IPsec VPN
5|te_to _s|te tume[S ............................................................................. 7500 ..................................................... 7500 ....................................................
Tunnel interfaces 7,500 7,500
DES (56-bit), 3DES (168-bit), and AES encryption Yes Yes
MD5 and SHA-1 authentication Yes Yes
Manual key, IKE, PKI (X.509) Yes Yes
Perfect forward secrecy (DH groups) 12,6 12,6
Prevent replay attack Yes Yes
Remote access VPN Yes Yes
IPv4 and IPv6 VPN Yes Yes
Redundant VPN gateways Yes Yes
Intrusion Prevention System
. MOdes Of O D eranonmfune and . mme tap ............................................ \/e 5 ........................................................ Ye 5 .......................................................
Active/active traffic monitoring Yes Yes
Stateful protocol signatures Yes Yes
Stateful signatures, protocol anomaly Stateful signatures, protocol anomaly
Attack detection mechanisms detection (zero-day coverage), detection (zero-day coverage),
application identification application identification
Drop connection, close connection, Drop connection, close connection,
Attack response mechanisms session packet log, session summary, session packet log, session summary,
email, custom session email, custom session
Attack notification mechanisms Structured system logging Structured system logging
Worm protection Yes Yes
Simplified installation through recoommended policies Yes Yes
Trojan protection Yes Yes
Spyware/adware/keylogger protection Yes Yes
Other malware protection Yes Yes
Application denial of service protection Yes Yes
Protection against attack proliferation from infected systems Yes Yes
Reconnaissance protection Yes Yes
Request and response-side attack protection Yes Yes
gr?gwnggﬁensd attacks—combines stateful signatures and protocol Vs Vs
Create custom attack signatures Yes Yes
Access contexts for customization 500+ 500+
Attack editing (port range, other) Yes Yes
Stream signatures Yes Yes
Protocol thresholds Yes Yes
Stateful protocol signatures Yes Yes




AF2F (715)

SRX3400 SRX3600

Intrusion Prevention System (continued)

Approximate number of attacks covered 8,000+ 8,000+
Detailed threat descriptions and remediation/patch info Yes Yes
Create and enforce appropriate application-usage policies Yes Yes
Attacker and target audit trail and reporting Yes Yes
Frequency of updates Daily and emergency Daily and emergency
Unified Threat Management
Ant|v|rus(SophogA\/)throughput ........................................................ 25Gbp5 45Gbp5 ................................................
Enhanced Web filter throughput 8 Gbps 14 Gbps
GPRS Security
. GPRS State fUl ﬂr e Wa“ ......................................................................... Ye 5 ........................................................ Ye 5 .......................................................
GTP tunnels 250,000 500,000
Destination Network Address Translation
De stma t |onNATW|th pAT ................................................................... Ye 5 ........................................................ Ye 5 .......................................................
Destination NAT within same subnet as ingress interface IP Yes Yes
Dest(nation addresses and port numbers to one single address and a Yes Yes
specific port number (M:1P)
Destination addresses to one single address (M:1) Yes Yes
Destination addresses to another range of addresses (M:M) Yes Yes
Source Network Address Translation
Sta t|csourceNAT_ |p_5h| f-t| ng D|p ..................................................... Ye 5 ........................................................ Ye 5 .......................................................
Source NAT with PAT — port-translated Yes Yes
Source NAT without PAT — fix-port Yes Yes
Source NAT — IP address persistency Yes Yes
Source pool grouping Yes Yes
Source pool utilization alarm Yes Yes
Source IP outside of the interface subnet Yes Yes
Interface source NAT — interface DIP Yes Yes
Over;ubscribed NAT pool with fallback to PAT when the address Yes Yes
pool is exhausted
Symmetric NAT Yes Yes
Allocate multiple ranges in NAT pool Yes Yes
Proxy ARP for physical port Yes Yes
Source NAT with loopback grouping — DIP loopback grouping Yes Yes
User Authentication and Access Control
Bu\lt-m(mtema[)database ................................................................. Yes ........................................................ Yes .......................................................
RADIUS accounting Yes Yes
Web-based authentication Yes Yes
UAC enforcement point Yes Yes
Public Key Infrastructure (PKI) Support
PK| Cemﬁcate requests (chs7 and PKCS]O) ...................................... Yes ........................................................ Yes .......................................................
Automated certificate enrollment (SCEP) Yes Yes
Certificate authorities supported Yes Yes
Self-signed certificates Yes Yes
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Virtualization
Maxmumnumberofsecuntyzones512 5]2 ........................................................
Maximum number of virtual routers 1,000 1,000
Maximum number of VLANSs per interface 4,096 4,096
Maximum number of L3 subinterfaces 16,384° 16,384>
Logical Systems 32 32
Routing
BGPmStanceS .................................................................................... 1000 ...................................................... 1000 .....................................................
BGP peers 2,000 2,000
BGP routes 1,000,000° 1,000,000°
OSPF instances 256 256
OSPF routes 1,000,000° 1,000,000°
RIP vl/v2 instances 50 50
RIP v2 table size 30,000 30,000
Dynamic routing Yes Yes
Static routes Yes Yes
Filter-based forwarding (FBF) Yes Yes
Equal-cost multipath (ECMP) Yes Yes
Reverse path forwarding (RPF) Yes Yes
Multicast Yes Yes
L
Firewall/stateless filters Yes Yes
VPN Yes Yes
Dual stack IPv4/IPv6 firewall Yes Yes
RIPng Yes Yes
BFD, BGP Yes Yes
ICMPV6 Yes Yes
OSPFv3 Yes Yes
Class of service Yes Yes
Mode of Operation
Layerz (transparem)mOde ................................................................. Ye 5 ........................................................ Ye 5 .......................................................
Layer 3 (route and/or NAT) mode Yes Yes
IP Address Assignment
Stauc ................................................................................................ Yes ........................................................ Yes .......................................................
Dynamic Host Configuration Protocol (DHCP) Yes Yes
Internal DHCP server Yes Yes
DHCP relay Yes Yes

5 Maximum number of supported L3 subinterfaces in HA configuration is 1,000.
5 Maximum number of BGP and OSPF routes recommended is 100,000.
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Traffic Management QoS

Maximum bandwidth Yes Yes
RFC2474 |P DiffServ in IPv4 Yes Yes
Filters for CoS Yes Yes
Classification Yes Yes
Scheduling Yes Yes
Shaping Yes Yes
Intelligent Drop Mechanisms (WRED) Yes Yes
Three-level scheduling Yes Yes
Weighted round-robin for each level of scheduling Yes Yes
Priority of routing protocols Yes Yes
High Availability
Act|ve/pa 55|\/e actwe/act‘ve ............................................................... Ye 5 ........................................................ Ye 5 .......................................................
Low impact chassis cluster upgrades Yes Yes
Configuration synchronization Yes Yes
Session synchronization for firewall and IPsec VPN Yes Yes
Session failover for routing change Yes Yes
Device failure detection Yes Yes
Link and upstream failure detection Yes Yes
Interface link aggregation/LACP Yes Yes
Redundant data and control links / Yes Yes
In-Service Software Upgrade (ISSU)8 Yes Yes
Management
v\/ebu|(|—|TTpand|—|TTp5) ................................................................. Yes ........................................................ Yes .......................................................
Command-line interface (console) Yes Yes
Network and Security Manager version 2008.2 or later Yes Yes
Administration
Loca [ admm |5trat Ordatabase SU Dport .................................................. Ye 5 ........................................................ Ye 5 .......................................................
External administrator database support Yes Yes
Restricted administrative networks Yes Yes
Root admin, admin, and read-only user levels Yes Yes
Software upgrades Yes Yes
Configuration rollback Yes Yes
Logging/Monitoring
Stru ctured Sygtem[o g ......................................................................... Yes ........................................................ Yes .......................................................
SNMP (v2/v3) Yes Yes
Traceroute Yes Yes

7 To enable dual control links on the SRX3000 line, the SRX3K CRM module must be installed on each cluster member.
8 Please check the technical publication documents and release notes for the list of compatible features for ISSU.
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Dimensions and Power

Dimensions (W x Hx D)

175x5.25x25.5In
(44.5x13.3x64.8cm)

17.5x8.75x255in
(44.5%x22.2%x64.8cm)

Weight Chassis: 32.3 b (14.7 kg) Chassis: 43.6 lb (19.8 kg)
Fully configured: 75 b (34.1kg) Fully configured: 115.7 Ib (52.6 Kg)

Power supply (AC) 100 to 240 VAC 100 to 240 VAC

Power supply (DC) -40to-72VDC -40to-72VDC

Maximum power draw 1,100 W (AC power) 1,750 W (AC power)
1,050 W (DC power) 1,850 W (DC power)

Power supply redundancy 1+1 2+1/2+2

Certifications

Safety certifications Yes Yes

Electromagnetic compatibility (EMC) certifications Yes Yes

Designed for NEBS Level 3 Yes Yes

NIST FIPS-140-2 Level 2 Yes (with Junos OS 10.4R4) Yes (with Junos OS 10.4R4)

ISO Common Criteria NDPP+TFFW EP
ICSA Network Firewall
IPsec

USGvb

Yes (with Junos OS 12.1x44)
Yes
Yes

Yes (with Junos OS 11.4R1)

Yes (with Junos OS 12.1x44)
Yes
Yes

Yes (with Junos OS 11.4R1)

3GPP TS 20.060 Compliance®

R6:3GPP TS 29.060 version 6.21.0
R7:3GPP TS 29.060 version 7.3.0
R8:3GPP TS 29.060 version 8.3.0

Environmental

Operating temperature (long term)
Operating temperature (short term 10)

Humidity (long term)

Humidity (short term '0)

41°9t0 1049 F (5°to 40° C)
230101310 F (-5° to 55° C)

5% to 85% noncondensing

5% to 93% noncondensing but not to
exceed 0.026kg water/kg of dry air

41°t0 1049 F (5°to 40° C)
230101310 F (-5° to 55° C)

5% to 85% noncondensing

5% to 93% noncondensing but not to
exceed 0.026kg water/kg of dry air

9 SRX3000 line gateways operating with Junos OS release 10.0 and later are compliant with the R6, R7, and R8 releases of 3GPP TS 20.060 with the following exceptions

(not supported on the SRX3000 line):

- Section 7.5A Multimedia Broadcast and Multicast Services (MBMS) messages

- Section 7,5B Mobile Station (MS) info change messages
- Section 7.3.12 Initiate secondary PDP context from GGSN

Short term is not greater than 96 consecutive hours, and not greater than 15 days in 1year
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Base System

SRX3400BASE-AC SRX3400 chassis, midplane, fan, routing engine,
SFB-12 Gigabit Ethernet, AC PEM* -
no power cord - no SPC - no NPC

SRX3400BASE-DC SRX3400 chassis, midplane, fan, routing engine,
SFB-12 Gigabit Ethernet, DC PEM -

no SPC - no NPC

SRX3400BASE-DC2 SRX3400 chassis, midplane, fan, routing engine,
SFB-12 Gigabit Ethernet, DC2 PEM -

no SPC - no NPC

SRX3600 chassis, midplane, fan, routing engine,
SFB-12 Gigabit Ethernet, 2xAC PEM* - no power
cords - no SPC - no NPC

SRX3600BASE-AC

SRX3600BASE-DC SRX3600 chassis, midplane, fan, routing engine,
SFB-12 Gigabit Ethernet, 2xDC PEM - no SPC -

no NPC

SRX3600BASE-DC2 SRX3600 chassis, midplane, fan, routing
engine, SFB-12 Gigabit Ethernet, 2xDC PEM - no

SPC - no NPC
Enhanced DC power entry module for SRX3000
line

SRX3000 Line Components

SRX3K-SPC-1-10-40 SRX3000 line Services Processing Card with
1GHz processor and 4 GB memory

SRX3000 line Network Processing and I/0 Card
SRX3000 line Network Processing Card

16 x110/100/1000 Copper CFM IO Card for
SRX3000 line

16 x 1 Gigabit SFP Ethernet I/O Card for
SRX3000 line, no transceivers

2 x 10 Gigabit XFP Ethernet I/0 Card for
SRX3000 line, no transceivers

Clustering module for the SRX3000 line to enable
redundant control links in high-availability clusters

SRX3K-PWR-DC2

SRXIK3K-NP-2XGE-SFPP
SRX3K-NPC
SRX3K-16GE-TX

SRX3K-16GE-SFP

SRX3K-2XGE-XFP

SRX3K-CRM

Transceivers

SRX-SFP-1GE-LH Small form factor pluggable 1000BASE-LH
Gigabit Ethernet optic module

Small form-factor pluggable TO00BASE-LX
Gigabit Ethernet optic module

Small form-factor pluggable 1000BASE-SX
Gigabit Ethernet optic module

Small form-factor pluggable 1000BASE-T Gigabit
Ethernet module

SRX-SFP-1GE-LX

SRX-SFP-1GE-5SX

SRX-SFP-1GE-T

SRX-XFP-10GE-SR 10-Gigabit Ethernet pluggable transceiver, short

reach multimode

SRX-XFP-10GE-LR 10-Gigabit Ethernet pluggable transceiver,

10 Km, single mode

SRX-XFP-10GE-ER 10-Gigabit Ethernet pluggable transceiver,

40 Km, single mode

Logical System License

SRX-3400-LSYS-1 Tincremental Logical Systems License for

SRX3400

SRX-3400-LSYS-5 5incremental Logical Systems License for
SRX3400

SRX-3400-LSYS-25 25incremental Logical Systems License for
SRX3400

SRX-3600-LSYS-1 1incremental Logical Systems License for
SRX3600

SRX-3600-LSYS-5 5incremental Logical Systems License for
SRX3600

SRX-3600-LSYS-25 25 incremental Logical Systems License for
SRX3600

AppSecure Subscription

SRX3400-APPSEC-A-1 One year subscription for Application Security and
IPS updates for SRX3400

Three year subscription for Application Security
and IPS updates for SRX3400

SRX3400-APPSEC-A-3

SRX3600-APPSEC-A-1 One year subscription for Application Security and

IPS updates for SRX3600

SRX3600-APPSEC-A-3 Three year subscription for Application Security

and IPS updates for SRX3600

Services Offload License

SRX3K-SVCS-OFFLOAD-  Services offload license for SRX3000 line; this is

RTU not an annual license subscription
IPS Subscription
SRX3K-IDP One year IPS signature subscription for SRX3000
line
SRX3K-IDP-3 Three year IPS signature subscription for
SRX3000 line
Extreme LTU

SRX3K-EXTREME-LTU Expanded performance and capacity Extreme
License for SRX3000 line

C19 Straight Power Cables

CBL-PWR-C195-132-UK Power cord, AC, Great Britain & Ireland, C19 at 70-
80 mm, 13 A/250 V, 2.5 mm, straight

Power cord, AC, Japan/US, NEMA 5-15 to C19 at
70-80 mm, 15 A/125 V, 2.5 m, straight

Power cord, AC, Australia/New Zealand, C19 at
70-80 mm, 15 A/250V, 2.5 m, straight

Power cord, AC, China, C19,16 A/250 V,
2.5 m, straight

CBL-PWR-C195-151-US15

CBL-PWR-C195-152-AU

CBL-PWR-C195-162-CH

CBL-PWR-C195-162-EU Power cord, AC, Continental Europe, C19,

16 A/250V,2.5m, RA

Power cord, AC, Italy, C19 at 70-80 mm,
16 A/250 V, 2.5 m, straight

Power cord, AC, Japan, NEMA 6-20 to C19,
16 A/250 V, 2.5 m, straight

CBL-PWR-C19S-162-IT

CBL-PWR-C195-162-JP

CBL-PWR-C19S-162-JPL Power cord, AC, Japan/Us, C19 at
70-80 mm, 16 A/250 V, 2.5 m, straight,

locking plug

Power cord, AC, Japan/US, NEMA 6-20 to C19 at
70-80 mm, 16 A/250 V, 2.5 m, straight

CBL-PWR-C195-162-US

CBL-PWR-C19S-162-USL  Power cord, AC, US, NEMA L6-20 to C19,

16 A/250 V, 2.5 m, straight, locking plug

*AC power cords are not included. One C19-Straight cable with appropriate wall-plug for the
final destination of the system is required for each power supply.
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