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Cloud Web Application Firewall



≥ḟ ṅ Ҽ
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◐ở↑ׂש╩≥ḟ ṅ╕ҊṥṧAppliance █

ᵡ╕͖Ӧ╧ ׇ→Ӣ ס ╓ᴘ╧♆/˾ שׂ
Appliance ░╘̆ᴎҍỮ⁄ἌⱠΩӊ

PROXY █, ׇ→Ӣ≥ḟ ṅӫ◌

FILTER █╢ ׇ→Ӣ
≥ḟ ṅ╧Ҋῶ╓ᴘ♫ᾋ

Proxy (Reverse) ░╘ᾎᾅ ̓Ṩ / ̑↔Ⱶ⁄ҍ Ṩ҅ / 
DNS↕ ∑Ἄ̕ᵙḓSSL Inspection╥‡ᴎשּ╬ / / Domain ҉͔̓
Ӯ╖ᴛỢ↔▫⁄˭‡ᴎ∑╙̆ל▓╛

AWS Ӯ ẇᵚ ӥ↕ג ˿⁄ἌѤAppliance, Proxy░⌠Ḣ Ṉ╥ᶷⱠ♩╪
ҍṨṪ ˺ӈ ░╥ ӥ⌠Ḣ↕ג Ṉ╪ҍΌ╖ᴛⱠᾎ



≥ḟ ṅ Ẉ̧

ᶜ WebconX Appliance, Proxy

ἒ ─ WAS (filter ) ELB (Upper)

↕ ̑˶, ϿṨ ̑˶ Ḣ‡ ȶ X

SSLFull Inspection ᾎ Ἓѫ תּ┬ ȶ X

SSL ╬ּשἌ ˔ᾐ ḓ ̕ᵙ ↔╪ ȶ X

ἒ ᾎ Л √ ̯Ἓ ḓ Ἄẋᾅ ἝἪ תּ┬ ȶ X

Throughput Ⱡ ′╪ ⌠ Ḣ Ṉ ͙ѫ תּ┬ ȶ X
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Proxy
≥ḟ ṅ

Á Proxy≥ḟ ṅ̬ἘҲ

ÁWebconX ( ׇ→Ӣ≥ḟ ṅ)̬ἘҲ



≥ḟ ṅ Ẉ̧ - SSL
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ÁProxy, Reverse Proxy ≥ḟ ṅ╢ SSL ᵖ ̐♩

1 : Request Data⁄ ҍ ˤỢᵑ ─ Connection 

2 : ⌠ ἌḲ⁄Ἄ ᴛἝᾅ ᵙᵑ ─ Connection

3 : Response Data⁄ ҍ ˤỢᵑ ─ Connection 

Ҋ↑ר╢ SSL ᵖ „ᴋ− ṏῶ ╧ὺ Ḙỵ

3ḱ╢ Connection ╧ Ḙỵ  ≥ ἉẈᾂ ἳҲ ♄

Å ҍ↔װ╥ SSL   מ ╪ ┬░Ӊ ˿↕, ◑ẋ Down 
֞Ѥ Ἓѫ ד ḛỸ

Å SSL̋ ἶ͙ ἒ ֞Ѥ SSL Inspection ͙ѫ╙ Ίй͙ҵ

⌠ἌḲ Ͽ⁄Ἄ ҿ▬ Ѥ ░╥ ⌠Ḣ Ṉ╘ Request Data ˤỢ, 
ᴛἝᾅ ᵙ, Response Data⁄ ҍ ˤỢᵑ Ḵ╥ ⌠ἌḲ

Connection╖ᴛ ᵙ ѱѻ. ԅᶷ⁄ ⌠Ḣ Ṉ ͙ѫ╖ᴛ ╬
⌠Ἄẋᾅ ╞҆ ἶҵ╥ ♇ Ữ╪ ′ᾋѱѻ.

≥ ἉẈᾂ ἳҲ קּ┘ & SSLʷᾋἘ 100%
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ÁWebconX╢ SSL ᵖ ̐♩

Proxy WAF
Web Server

Web Browser
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≥ḟ ṅ Ẉ̧ - SSL

WebconXᴘ SSL  100%  Inspectionᾋ

Proxy, Reverse Proxy  ᴘ SSL 100% Inspectionᾋ

SSL lּצ╖⌐

ʷ◌Ẉ ⅔

ἘѨ┘ּקᵎ⌐

ʷἳ͖Ҳ█̃ᴋ

ᾋᾂ ̐ṥ Ḙỵᾋ

Down ╕By-passᴘ♆

Ἁᵠᴫᾋ♣›ᵪצּ╩

ˉṇҢ╧ ⅔

ʷ◌Ẉ ⅔╘ ʷᵖἲᾂ ⅔╘ ᾋᾂ ̐ṥ ╘ Ἁ̒ᵖצּ╩ ⅔╘
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ׇ→Ӣ ἉẈᾂ ƙἘѨוֹ ╩

WebconX ѡ ׇ→Ӣ› ♅ Ӆṏῶἶᴱἧ╓ᴘἉ

ׇ→Ӣừ›Ἁ╢ ἉẈᾂ ╖ḐἘѨוֹ NIPA₫ TTA›Ἁ╩♩ḗ ᾈѮѸ.

NIPA ׇ→ӢἉẈᾂ ἘѨוֹ ╩˷̐ἉTTA ׇ→ӢἉẈᾂ ἘѨᾋוֹ ˷̐Ἁ

̰ʺ̑╬ SW ᾎפֿ ͙̕שּ╬

GS╬ּש, SW Ἓѫפֿ ʺᾎ (BMT), CCʺӮᾎ שּ╬

ׇ→ӢἉẈᾂ ᾎᾅ ,צἘѨˡּוֹ Ό♣Ἓ ἒ

ὡ ↔ SW ̰ Ⱡ · תּ ᾎ , ᾅ ḽӥּת∟Ἄẋᾅ

פֿ ʺḢḹṒ͕ӮⱠ̑

ü TTA ( ̭♩ṏ ᾍ͖ὢ ) ἲ ≈„ᾋ ˉ⁴̬ἲ͖̒ἲצּ╩

♬Ṓ ᾐụ‰♬ ⁷̯ḓ♬ ὡᵞּת∟

♬Ṓ ᾐụ‰ḛ♣╙─ ┬ ᾎ◑ Ἓ ḓᵡ ∟תּ

♬Ṓ ᾐ͙ὥ╥╔ · ↔̕ᴐỢ‰ בֿ

♬Ṓ ᾐụ‰̕ᴐ̰Ⱡ̪ᵆ· ᴏḓ Ωֿב Ӯ∟תּ

ü NIPA (♩ṏ ᾍỢּש ∙) 



ׇ→Ӣ ἉẈᾂ ƙἘѨוֹ ᾂ ˷̐
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͉■∙ ở↑ᵆ ♩ ˷̐

(WebconX Agent Ἇ ᾋ)

Å WebconX Agent ἒ ♣, 100ᶘ╥ ʺỮ┬♇ʺ ҿᾎ ♪ἶ ⁴
1Ṫʼ ἶ♠╖ᴛתּ ⌠ ἌḲ⁄ ♪͐(HTTP ᴛ )╙ ᾎҵ Ѥ ˿↕, 
≥ Ἁḯ╢ ■∙ở↑ᵆ כʷὝצּ Ẉ̧

(˺̓)

- ♬Ữ ᵙ̯ᶷ╬ ˿↕
CPU Ợ↔ᵉ╘ ͌ ╘װ↔Memory Ợ ,ʺשּ 3.14% 195.57MBּשʺ

- ẋ♬Ữ ᵙ̯ᶷ╬ ˿↕

CPUỢ↔ᵉ╘ ͌ 4.44% ˁἵ, Memory Ợ↔װ╘ 93.77MB ʺשּ

Å ⌠ ἌḲ⁄ HTTPS ᴛ ᴛ ♪͐ Ѥ ˿↕ ≥ Ἁḯ╢ ■∙ở↑ᵆ
כʷὝצּ Ẉ̧

(˺̓)

- ♬Ữ ᵙ̯ᶷ╬ ˿↕
CPU Ợ↔ᵉ╘ ╘װ↔Memory Ợ ,ʺשּ 2.70% 180.96MB ּשʺ

- ẋ♬Ữ ᵙ̯ᶷ╬ ˿↕

CPUỢ↔ᵉ╘ ͌ 2.26% ˁἵ, Memory Ợ↔װ╘ 30.35MB ˁἵ

× WebconX Agent ἒ ▫∟Ợ↔װ╥ ˁἵѤ ♬ʼ˶ ḓ ♬ᾎʼ
╥ ͌ ὡ ˺̓⁄ ӻᵐ ˦╖ᴛ ■∙ở↑ר╢ ʷצּ ╧ ḅḅ ˣ╖
ᴛ Ѿ

Å WebconX Agent ἒ nGrinder ᴞױᵑ ╬ӈ Ṩ ᾅ
╥ ᶛӧ HTTP ⅝ ╘ Ἓ̑♠╖ᴛ ᵙӊ(ₓᵃ Ḙỵᵆ 0%)ᴛ ╬

ӊ

Å ■∙ ở↑ר╢ ʷצּ ╧ ḅḅ

Å SSL כ › Ҋ ṥ ʷ ˛╢ ѡ ˣ╓ᴘ ϫ ϳ

Å ᾂ שׂ ≥ Ἁḯ╢ ₓᵃ Ḙỵᵆ╧ 0%

ᴘ
WebconX

Agent
Ἇ ừ

ᴘ͋╩
█ᴌ♩ṏ

♩˷̐ HTTP
⅔ ὝTPS (̋ ) MTT(ms)

HTTP

ἒ ♣
♬Ữ ᵙ̯ᶷ 15.48 2,983.38 67,526

תּ ̯ᶷ 16.99 3,046.33 67,817

ἒ
♬Ữ ᵙ̯ᶷ 18.62 3,178.95 67,768

תּ ̯ᶷ 12.55 3,140.10 51,717

ἒ
ʺשּ

♬Ữ ᵙ̯ᶷ 3.14 195.57 242

תּ ̯ᶷ - 4.44 93.77 - 16,100

HTTPS

ἒ ♣
♬Ữ ᵙ̯ᶷ 19.54 3,230.27 7,197

תּ ̯ᶷ 19.80 3,244.64 7,384

ἒ
♬Ữ ᵙ̯ᶷ 22.25 3,411.23 7,326

תּ ̯ᶷ 17.55 3,214.29 6,702

ἒ
ʺשּ

♬Ữ ᵙ̯ᶷ 2.70 180.96 129

תּ ̯ᶷ - 2.26 -30.35 - 682

Å TTA ᾅ ˺̓Ἄ ḛ



ׇ→Ӣ ἉẈᾂ ƙἘѨוֹ ᾂ ˷̐
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≥ Ἁḯ ͉ ╛҃ᾋʹ ♩ ˷̐

(WebconX Agent Ἇ ᾋ)

ᴘ
WebconX

Agent
Ἇ ừ

ᴘ͋╩
█ᴌ♩ṏ

♩˷̐ HTTP
⅔ ὝTPS (̋ ) MTT(ms)

HTTP

ἒ ♣
♬Ữ ᵙ̯ᶷ 1,430.05 27.58 67,526

תּ ̯ᶷ 1,429.90 28.12 67,817

ἒ
♬Ữ ᵙ̯ᶷ 1,435.18 28.01 67,768

תּ ̯ᶷ 1,076.92 35.03 51,717

ἒ
ʺשּ

♬Ữ ᵙ̯ᶷ 5.13 0.43 242

תּ ̯ᶷ - 352.98 6.91 - 16,100

HTTPS

ἒ ♣
♬Ữ ᵙ̯ᶷ 158.31 572.23 7,197

תּ ̯ᶷ 161.12 559.09 7,384

ἒ
♬Ữ ᵙ̯ᶷ 159.80 560.77 7,326

תּ ̯ᶷ 146.26 617.33 6,702

ἒ
ʺשּ

♬Ữ ᵙ̯ᶷ 1.49 - 11.46 129

תּ ̯ᶷ - 14.86 58.24 - 682

Å WebconX Agent ἒ ♣, 100ᶘ╥ ʺỮ┬♇ʺ ҿᾎ ♪ἶ ⁴
1Ṫʼ ἶ♠╖ᴛתּ ⌠ ἌḲ⁄ ♪͐(HTTP ᴘ )╙ ᾎҵ Ѥ
˿↕, ≥ Ἁḯ╢ ᵖ ἘѨ Ẉ̧

(˺̓)

- ♬Ữ ᵙ̯ᶷ╬ ˿↕
TPSѤ ͌ 5.13ˠ MTTѤ ,ʺשּ 0.43ms ּשʺ

- ẋ♬Ữ ᵙ̯ᶷ╬ ˿↕

TPSѤ ͌ 352.98ˠ ,ʺשּ MTTѤ 6.91msּשʺ

Å ⌠ ἌḲ⁄ HTTPS ᴘ ᴘ ♥͍ ѡ ˼→ ᵖἘѨ ẋ̪

(˺̓)

- ♬Ữ ᵙ̯ᶷ╬ ˿↕
TPSѤ ͌ 1.49ˠ MTTѤ ,ʺשּ 11.46ms ּשʺ

- ẋ♬Ữ ᵙ̯ᶷ╬ ˿↕

TPSѤ ͌ 14.86ˠ ˁἵ, MTTѤ 58.24ms ʺשּ

× WebconX Agent ἒ ╥ ͌ TPS ּשʺ ḓ MTT╥ ˁἵѤ
♬ʼ˶ ḓ ♬ᾎʼ╥ ͌ ὡ ˺̓⁄ ӻᵐ ˦╖ᴛ ≥ Ἁḯ╢
ᵖἘѨ ʾἲ ╧ ḅḅ ˦╖ᴛ Ѿ

Å WebconX Agent ἒ nGrinder ᴞױᵑ ╬ӈ Ṩ
ᾅ ╥ ᶛӧ HTTP ⅝ ╘ Ἓ̑♠╖ᴛ ᵙӊ (ₓᵃ Ḙỵᵆ 0%)
╖ᴛ ╬ӊ

Å ≥ Ἁḯ╢ ͉ TPSḐ MTT╢ ᵖ ἘѨ ʾἲ ╕ ḅḅ

Å ᾂ שׂ ≥Ἁḯ╢ ₓᵃ Ḙỵᵆ╧ 0%

Å TTA ᾅ ˺̓Ἄ ḛ



ׇ→Ӣ ≥ḟ ṅ WebconX

ṏῶ̒ᵖ■
(Manager)

WebconX 
Agent

WebconX 
Agent

WebconX 
Agent

WebconX 
Agent

Ἁ↕ ṥỢ ╪Ṓ ̭שׂ

¸ ׇ→Ӣ› ♅ Ӆ ≥ḟ ṅ

¸Manager›Ἁ ᾏᾋʹ ̒ᵖ

ÅManagerᴛ ∟˶ Trouble shooting 

Å Ω ḓ Ḣתּ Ợ‰◑╥ ⌠ ἌḲ ̕ᵙ

Å╬ᴏɟẋ↔ ░ ἵ

¸SSLʷᾋἘ 100%

Å⅝ /╞҆ מ ╙ ⌠ Ἄẋᾅ╥
ᵙ ̓♬ ⁄אַ ˌ░ ⁴ 1Ḵ⁄ ᵙ(Hooking)

¸S/W ḟᾌ

ÅϿṨᵬ Ḣ‡

Å͙Ⱶ Л √ ╥ ṉҿ ′╪ ̯ ʺѫ

Å Hypervisor, VM ́̕′╪ ἒ

Åѻ‚ ╪͙ꜙ ˿ ∟תּ

¸♩ ♅↑ : ᾏᾋʹ

ˉṇ ≥ Ἁḯ› ᶘӟ ᴘ Ἇ ӄ„ Ҽ□

█
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WebconX ⅔ד ︠
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Webcon X



WebconX - C Level Report

[WebconX C level Report (⅝–Ṓ̆Ἄ)]
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