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WE STOP BREACHES
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THREAT GRAPH
자동화헌팅엔진 HUNTING ENGINE

7 TRILLION
EVENTS/WEEK

135 MILLION
IOA DECISIONS/MIN

170+
ADVERSARIES TRACKED
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THREAT GRAPH
자동화헌팅엔진 HUNTING ENGINE

ENRICHED 
DATA

ANALYZED 
DATA

7 TRILLION
EVENTS/WEEK

135 MILLION
IOA DECISIONS/MIN

170+
ADVERSARIES TRACKED

90,000
POTENTIAL BREACHES STOPPED

ACTIONABLE 
INSIGHTS

PREVENT
THREATS

INVESTIGATE
FASTER

HUNT
PROACTIVELY



SINGLE LIGHTWEIGHT AGENT
단일경량화센서ML BASED NEXT GEN

SINGLE
LIGHTWEIGHT

AGENT

알려지거나알려지지않은공격방어

0 days 취약점방어

AI/ML 차세대엔진

오프라인엔드포인트보호

IOA행위기반탐지/대응

NO SIG / NO SCAN

High Performance

THE POWER
OF ONE
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SINGLE LIGHTWEIGHT AGENT
단일경량화센서ML BASED NEXT GEN
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차별화된차세대백신

• 하루에도여러번업데이트가되는레거시백신과는
다르게차세대백신은시그니쳐없이머신러닝
알고리즘으로탐지하기때문에업데이트스톰이
없음

• 최신업데이트가되어야최상의탐지율을제공하는
레거시백신과는다르게차세대백신은일관된
최상의탐지율을제공



A PROVEN SECURITY LEADER
엔드포인트프로텍션부문글로벌리더
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Endpoint
Protection Platforms

Endpoint Detection
and Response 
Solutions

Gartner Magic Quadrant for Endpoint Protection Platforms,Paul Webber, Peter Firstbrook, Rob Smith, Mark Harris, Prateek Bhajanka,5th May 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is 
available upon request from Crowdstrike. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to 
select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be 
construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a 
particular purpose. The GARTNER PEER INSIGHTS Logo is a trademark and service mark of Gartner, Inc. and/or its affiliates and is used herein with permission. All rights 
reserved. Gartner Peer Insights reviews constitute the subjective opinions of individual end users based on their own experiences and do not represent the views of Gartner or its 
affiliates.. https://www.gartner.com/reviews/customers-choice/endpoint-protection-platforms and  https://www.gartner.com/reviews/customers-choice/endpoint-detection-and-
response-solutions

Gartner®Magic QuadrantTM for 
Endpoint Protection Platforms, May 2021



A PROVEN SECURITY LEADER
엔드포인트프로텍션부문글로벌리더
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Compliance & Certifications

Validated
• •

Leader In
• •



A PROVEN SECURITY LEADER
2022 AV-TEST MACOS 평가에서최고점수달성
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CrowdStrike는 2022년 3월기업사용자를
위한 AV-TEST MacOS 평가에참여한벤더중
오탐율제로와더불어보호, 성능및사용성에서

가장높은점수를얻은유일한벤더



Machine
Learning

IOA
Behavioral 

Blocking

Block 
Known
Unknown

제공되는가치

Exploit
Blocking

CROWDSTRIKE FALCON 
CERTIFIED AS LEGACY 
AV REPLACEMENT

사용자생산성향상

복잡성제거

보안효율성제공

침해사고감소

더나은보호기능제공

NEXT-GEN AV
FALCON PREVENT
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3. 탐지 뿐만 아니라 공격 이벤트에
대한 전체 흐름을 단계별로 확인 2. 상세 내역 확인

1.  머신러닝에 의한 맬웨어 차단

FALCON PREVENT Malware 대응
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FALCON PREVENT File Less Attack 대응

• 이상행위탐지(IOA)엔진 /�File-less�attack�detect

• 탐지시보다세분화된 Tactic/Technique�정보제공

• MITRE ATT&CK TID�/�CrowdStrike�TID로구성

• Falcon�콘솔또는API를통해MITRE�데이터수집가능
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FALCON PREVENT Exploit 대응

JAVA Exploit 탐지/차단
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FALCON PREVENT Ransomware 대응

1. 머신러닝에 의한 랜섬웨어 파일 탐지/차단

2. 랜섬웨어의 행위에 대한 탐지/차단

2022 CROWDSTRIKE, INC. ALL RIGHTS RESERVED. 



FALCON PREVENT Threat Actor 대응 (APT, e-Crime)

VELVET
SIGINT

RICOCHET
HUMINT

STARDUST
HUMINT

ACTOR에 대한 정보 제공

• 타깃 국가 / 타깃 산업군
• 마지막 활동 시간
• 범죄 동기 / 범행 목적
• Kill Chain
• 엔드포인트 플랫폼과 자동 연계
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