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Figure 1: Magic Quadrant for Endpoint Protection Platforms
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FALCON PREVENT Malware thg

View as Pro
backdoor.exe
investigator investigator (" In Progress
[J €s-160228-1151

Execution Details

Mar. 7, 2017 19:49:46 Mar. 7, 2017 20:11:35

SYSTEMINFOEXE
CMDEXE

CS-160228-1151

IEXPLORE EXE
WHOAMILEXE CS-160228-1151\CS_User

IEXPLORE.EXE High Severity vity

POWERSHELL.EXE This file meets the File Attribute ML algorithm's high-

NOTEPAD.EXE confidence threshold for malware. The process was blocked.

1. M2 S0 ofeh B0 KT

\??\C:\Users\CS_User\AppData\Local\Temp\IXP@@@...

CMD.EXE

CMDEXE

BACKDOOREXE
C:\Users\CS_User\AppData\Local\Temp\IXPOOO.TMP\backdoo
rexe

NETEXE \Device\HarddiskVolume1\Users\CS_User\AppData\Local\Tem

p\IXPOOO.TMP\backdoor.exe
CMDEXE

NELE f3d8651591c1b108a2e236af08f2ebdcO 7a49efc73530

WHOAMLEXE

2. SM LY

PING.EXE
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FALCON PREVENT File Less Attack tHS

MITRE | ATT&CK

SEVERITY High

OBJECTIVE Keep Access

TACTIC & TECHNIQUE ersistence via Accessibility Features

TECHNIQUE ID T1546.008

I0A NAME RegWriteMagnifyBypass

I0A DESCRIPTION A registry key was set to replace the magnify accessibility
tool, which is often done by attackers to bypass the login

screen.

® Ol 3l EFZ|(I0A)MRI / File-less attack detect
® Ef2] A| 2C} MIE3}HE Tactic/Technique ZE A&
® MITRE ATT&CK TID / CrowdStrike TID2 74

Falcon 25 &= APIZ Sall MITRE HIO|& =& 7t
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S All Detections

EXPLORER.EXE

Activity > Detections > Detail [

E., INC. ALL RIGH

> RESERV

FALCON PREVENT

CONTAINER EXE

Je

Q search

HER EXE

JAVAEXE

il Execution Details

DETECT TIME

HOST TYPE

USER NAME

CHNIQUE ID

10A NAN

TRIGGERING INDICATOR

Exploit C-S

Activity@d5d83%4c CustomeriD v @ S

View as Process Tree ¥

Jan. 11, 2022 20:26:18
SE-APA-WIN10-BL
Workstation
SE-APA-WIN10-BL\demo

Process blocked
High
Follow Through

Execution via Exploitation for Client Execution

JavaUnusualArgs

Java executed with an unusual set of arguments. This might

indicate a Java-based exploit. Review the command line.
Associated 10C (SHA256 on library/DLL loaded)

b68befefc3ad6ebcfeca749dd4d69b40f47bb6b4e1de83dd3,

L¢

Common

Associated File

\Device\HarddiskVolume2\Program Files
(x86)\Java\jre6\bin\java.exe

O

JAVA Exploit BfX|/XHEt
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FALCON

Medium &
Low 2
Informational 0
+Q

Select All

]
0 High

|= STONE PANDA Detected

3

| VOLATILE KITTEN Detected

®

High
+14 others

High
+5 others

Execution 28 Process Injection 28
Credential Access 13 Command Line Interface 14
Post Exploit 13 Credential Dumping 13
+Q 7 more +Q 15 more

TACTIC & TECHNIQUE

Machine Learning via Sensor-based ...

TACTIC & TECHNIQUE
Execution via Exploitation for Client ...

TACTIC & TECHNIQUE
Machine Learning via Cloud-based ML

TACTIC & TECHNIQUE
Machine Learning via Sensor-based ...

@

@

DETECT TIME
Aug. 6, 2020 10:48

DETECT TIME
Aug. 6, 2020 10:44:33

DETECT TIME
Aug. 6, 2020 1

DETECT TIME
Aug. 6, 2020 1

PREVENT Threat Actor TS

Last
Last
Last

+Q

(APT, e-Crime)

The Forrester Wave™:
External Threat Intelligence Services,
Q12021

Customers

CrowdStrike Intelligence assesses with low confidence that GRACEFUL SPIDER likely operates internally.

Victims
GRACEFUL SPIDER has targeted companies in a variety of sectc/ \fled campaign
5
< ”
Crimes \‘
« Wire Fraud [ X 3
+ Accessing a computer without authorization for the purpose of commercial advantage and private financial gain
« Damaging a computer through the transmission of code and comma T RICOCHET STARDUST
« Conspiring to commit fraud and related activity in connection with computers
« Transmitting a demand in relation to damaging a protected computer' IGINT HUMINT HUMINT
Monetization .
ACTORO]| Clist EH XS
[=] [=]

* Ransom payments through cryptocurrency
« Extorting stolen data if ransom is not paid
o Monetary theft through wire fraud from victim accounts

« Likely selling payment card data via criminal marketplaces
= xl = | sl 2 X
° ot S 7 / oo T

« Kill Chain
. ACEIZOIE

Technical Tradecraft

GetAndGo Loader

* Distribution campaigns often use URL shorteners

« Use of HTML attachments containing links to direct victims to dropper documents hosted on filesharing-themed websites

« Use of IP address geolocation filtering on landing pages and tracking of victims through links to iplogger[.Jorg

o The macro extracts the GetAndGo loader dynamic link library (DLL) to the %APPDATA% folder, and the appropriate DLL is extracted based on whether the Operating System
followed by HTTPS traffic on TCP port 443 to corresponding IP address

« C2beacon to domain that typically i legitimate servi

* Self-signed SSL certificates

 C2 servers use DNSPod[.Jcom name servers
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